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1. Privacy360 High Level Flow

Build Systems and Data

Inventory

Manage Data Subject
Requests

* Create an inventory of systems
and processing activities
* Capture details like:
* Purpose of processing
+ Type of data collected and
for whom
* Location where data is
stored
* Third parties with whom
data is shared or sold to

+ Provide form for data subjects
to submit rights requests:

* Fulfill request per regulation
guidelines (for example: CCPA
requests must be fulfilled
within 30 days)

Conduct Data Protection

Assessments (Ongoing)

Create list of controls ta
assess

Conduct assessments on
internal processes as well as
external partners to ensure
data protection

Conduct assessments on a
regular cadence




2. Build Systems and Data Inventory

2.1. High Level Flow

Create Systems, Process

List

Send Systems and

Process survey to stake

holders

LEEVEL

automatically Import
Responses

* Inventory of all systems along
with attributes

* 360 degree view of data
inventory for a process —
purpose, systems, recipients,
data subject and data elements

a. Use the “Systems”
= feature to add new
(&) systems and

T customize existing
ones

a. Create

questionnaires to
collect systems and
processing activity
details

. Send to system

owners/contacts

a. Review responses

b. Auto-import data
from individual
responses into pre-
mapped systems
attributes

v Respond to Data Subject
Rights Requests
v’ Create privacy notices and

2.2. Managing Systems

disclosures on the website

The Systems section lets users create new systems and customize existing ones. Also, you can use this

section to bulk manage data elements associated with each system.

To add a new system, please follow the steps below:
o Navigate to the Systems screen within the Data Inventory module.
e C(Click on the Systems tab and further click on the Add System button (as shown below)

Systems

SYSTEMS  DATAELEMENTS

Qv
system ~ Type ~

Oracle Database
Personal Records Database
Personal Records Database

IMPORTED RECORDS

Location ~

United States

Luxembourg

Brazil

DASHBOARD

Primary Contact ~

Harvey S.

harvey@orange.com

mayathomas@orange....

mia@orange.com

BUSINESS PROCESSES]  SYSTEMS| SURVEYS  REPORTS

Add System 5

Security Measures ~ Records ~

Access Controls, Encry H

ption, Disaster Recover ... 2 -
-

No Data 3 H

ses

No Data 1




e To add a new system, click on the Add System button.
e To manage a System, click on the 3 dots and select Edit or Delete.

<{ Systems

Qv Click to Add System _)m

Name ~ Type Location Processing Activities Data Subject Data Element
Personal Records Database Luxembourg 1 2 2 .
Personal Records Database Brazil 2 3 1 .
Personal Records Database Brazil 0 0 Click to Edit/ Delete e 2
Edit
Delete

2.3. Creating Internal Functions
Within CENTRL's Data Inventory Module, Internal Functions serve as the terms corresponding to Internal
Departments, Divisions, and other internal organizations within a company.

Each Internal Function can have multiple processing activities. For example, Human Resources could be
an Internal Function containing multiple processing activities such as Payroll, Hiring, and Benefits.

To create an Internal Function, follow the steps below:

Internal Functions DASHBOARD| BUSINESS PROCESSES  |SYSTEM URVEYS ~ REPORT

/

PROCESSING ACTIVITIES NTERNAL FUNCTIONS

\V4 Add Internal Function
Qy | Ada internlFuncion |

Internal Function - Processing Activity « Assessments v Issues v
Banking Division Accounting System

Consulting Division 4 Processing Activities 0

Finance Truck Fleet

GDPR Consulting

Human Resource Background Check 1

e Navigate to Data Inventory from the sidebar and click on the Business Processes screen at the top
right.
e Click on the Internal Functions tab.




Internal Functions DASHBOARD  BUSINESS PROCESSES ~ SYSTEMS ~ SURVEYS ~ REPORTS

PROCESSING ACTIVITIES ~ INTERNAL FUNCTIONS

Qv Click to Add Internal function ey JECERLAETTTE]

Internal Function -~ Processlng Actlvity Ad Assessments Issues «
Banking Division Accounting System 0 0
Consulting Division 4 Processing Activities 0 1
Finance Truck Fleet 0 0
GDPR Consulting No Processing Activity 0 0
Human Resource Background Check 1 ]

e Click on the Add Internal Function button as shown above.

£ New Internal Function Cancel

Name * Click to Save

Product Managment

Description

This includes planning, forecasting, and
production, or marketing of our
product at all stages of the product
lifecycle.

Remaining Text: 135

e Give your Internal Function a name and add a description using the Description box. Click on
the Save Internal Function button as shown above.

e Tolearn more about creating Internal Functions, click here


https://supportcenter.oncentrl.com/hc/en-us/articles/360004745231-Creating-and-Editing-an-Internal-Function

2.4. Creating Processing Activities

To create a Processing Activity, follow the steps below:

e Navigate to the Business Processes screen from the Data Inventory module.
e Click on the Processing Activities tab.

BUSINESS PROCESSES SYSTEM URVEYS REPORT

Processing Activities

PROCESSING ACTIVITIES  INTERNAL FUNCTIONS
QY Add Processing Activity S
Processing Activity ~ Internal Function v Primary Contact v Data Subjects v Risk ~ Collected As
Agents, Business Partners, H
Accounting System Banking Division 8 L Processor :
Consultants, Alumni
.
Applicant Tracking Consulting Division Alumni, Authorized Users Low Controller -

~ Authorized Users, Alumni,
Background Check Human Resource mia@orange.com Low Controller
Business Partners

Consultants, Employees,

Background Check Human Resources mia@orange.com BUSINaSS P tnars: CombLacior Controller
e C(lick on the Add Processing Activity button to add a new processing activity.
Processing Activities DASHBOARD ~ BUSINESS PROCESSES  SYSTEMS  SURVEYS ~ REPORTS

PROCESSING ACTIVITIES  INTERNAL FUNCTIONS

Q V Click to Add Processing Activity Add Processing Activity E

Processing Activity ~ Internal Function Primary Contact ~ Data Subjects ~ Risk Collected As ~

. ents, Business Partners, 4
Accounting System Banking Division o Data Agents, X ' Low Processor :
Consultants, Alumni

Applicant Tracking Consulting Division o Data Alumni, Authorized Users Low Controller :

Authorized Users, Alumni, .

Background Check Human Resource mia@orange.com i Low Controller
Business Partners

e Enter all the mandatory fields (marked as *) on the New Processing Activity page and click on the Save
button.



New Processing Activity

Name *

Collect Data As *

Purpose * ©

Internal Function * ©

Primary Contact

GCancel

Bug Reporting

@® Controller ) Processor

This is for creating issues (bugs) for

urgent cases only

Quality Assurance

irst Name

Last Name

Remaining Text: 199

A success message will appear at the bottom of the screen and the processing activity will be added as a

new row in the Processing Activities screen.

2.4.1 Managing Processing Activities

You can edit your processing activity and information about the associated Data Subjects, and
the Data Categories associated with each Data Subject. To learn more, click on the links

mentioned below.

e Editing a Processing Activity

e Editing the DPIA Status

2.5 Populating a Processing Activity

a. Adding Consumers

CENTRL's Data Inventory module allows you to create a Data Inventory of Consumers associated to
each Processing Activity. A consumer (also known as a Data Subject) is any person whose personal
data is being collected, held or processed. Follow the steps below to add Consumers to your

Processing Activity.



https://supportcenter.oncentrl.com/hc/en-us/articles/360027651312-Adding-and-Editing-a-Processing-Activity#h_73440400771531933732005
https://supportcenter.oncentrl.com/hc/en-us/articles/360027651312-Adding-and-Editing-a-Processing-Activity#h_1084dc95-133f-472c-a863-1aba54d8e3ae

o Navigate to the Processing Activities view from the Business Processes screen and click on the
appropriate Processing Activity.

Processing Activities

PROCESSING ACTIVITIES INTERMAL FUNCTIONS
Qv

Processing Activity ~ Internal Function
Applicant Tracking Hiring
Background Check Hiring

Benefits Human Resources

DASHBOARD BUSINESS PROCESSES SYSTEMS URVEYS REPORT

Add Processing Activity E

~ Primary Contact ~ Data Subjects ~ Risk ~ Collected As ~
Agents Processor .
M‘ke Ross Authorized Users, Alumni Low Controller E
mike@abc.com
.
Processor H

e Within the Details screen, click on Consumers and then click Add Consumers

< Background Check

Name ~ Minor ~
Business Partners Mot Sure

OVERVIEW CONSUMERS DATA ELEMENTS ST

Active DETAILS ASSESSMENTS ISSUES SURVEYS

ORAGE 5YSTEMS SOURCES RECIPIENTS DATA MAP

Click to add Consumers —-—) Add Consumers

Data Elements Systems -~ Recipients -+

e Within the New Consumer modal, select or add a new consumer by clicking on the drop-down.
Click on the Add button to complete creation

New Consumer

Name *

Data About Minors

Cancel

O Yes (O No (@ MotSure

X
Select/Add a Consumer

\

E_% Select/Add Consumer W

e Tolearn more about Consumers, click here



https://supportcenter.oncentrl.com/hc/en-us/articles/360004737172-Adding-and-Editing-a-Data-Subject-Controller

b. Managing Data Elements
Data Elements track the specific information collected and processed under this activity. When users
add data elements and their associated system, they become available in our data library to quickly
add to other activities. This feature allows capturing of data elements and the details associated
with it. This segment allows us to create data elements and select/ create new attributes associated
with that data element. Follow the steps below to manage data elements

Note: To add data elements, you must first add a single consumer.

e Navigate to the Processing Activities view from the Data Inventory module and click on the name of
the Processing Activity of your choosing.

Processing Activities DASHBOARD ~ BUSINESS PROCESSES  SYSTEMS RVEYS ~ REPORT

PROCESSING ACTIVITIES NTERMAL FUNCTIONS

Qv Add Processing Activity [

Processing Activity ~ Internal Function -~ Primary Contact ~ Data Subjects - Risk ~ Collected As ~
.
Applicant Tracking Hiring Agents Processor 4
Backgréund Check Hiring "‘.’M‘? R?SS” i Authorized Users, Alumni C Controller E
.
Benefits Human Resources Processor :

e  From within the Processing Activity Details screen, click on the Data Elements tab and click on the
Manage Data Element button.

< | Background Check Active DETAILS ASSESSMENTS ISSUES SURVEYS
OVERVIEW ~ CONSUMERS | DATAELEMENTS | STORAGESYSTEMS  SOURCES  RECIPIENTS  DATAMAP
av
Name ~ Data Category v sensitivity ~ System ~ Consumers « Recipients -
Employment history Workplace Low Lever 1 0 E

e If the Data Element already exists in your library, then click Add and then Close



Manage Data Elements

CREATE NEW

Background Check’s Data Element

Data Element Data Category

Car insurance

Insurance Records
records

3 ]

Data Category System Location
System Location Retention
Personal

Luxembourg 1 Month(s)
Records

the

Click to select
Select

e |[fthe Data Element is new, then click Create New. Then enter all details pertaining to the data
element, and click Create Data Element.

Add Data Elements to Background Check x
SELECT FROM LIBRARY CREATE NEW Background Check's Data Element
Sensitivity Medium - ¥ or create @ new.
Please, define system attributes:

System * Lever ~
Location * United States t
Storage Type Application >
Security Measures Select Measures ~
Retention ! Select -
Primary Contact paul@ccpa.com

First Name

Last Name

@— Scroll bar
Create Data Element
e To learn more about Data Elements, click here

10


https://supportcenter.oncentrl.com/hc/en-us/articles/360021186852-Managing-a-Data-Element-Controller

c. Adding a Recipient
Recipients include any entity receiving data with as part of this processing activity, internal or
external. Customers with our DSAR module can leverage the recipient contact to notify recipients of
deletion requests. Follow the steps below to add a recipient

o Navigate to the Business Processes screen from the Data Inventory module
e C(Click on the Processing Activities tab and click on the name of the processing activity of your
choosing.

Processing Activities DASHBOARD ~ BUSINESS PROCESSES  SYSTEMS  SURVEYS  REPORT
PROCESSING ACTIVITIES NTERMAL FUNCTIONS
v Cissroamim oy B
Processing Activity ~ Internal Function -~ Primary Contact ~ Data Subjects - Risk ~ Collected As ~
Applicant Tracking Hiring Agents Processor E
Background Check Hiring ‘M\ke ROSS § Authorized Users, Alumni Lov Controller E
Benefits Human Resources Processor E

e Navigate to the Details page from the Data Inventory module and click on the Recipients link.
e (Click on the Add Recipient button dropdown and select from the System or Organization option.

< Background Check Active DETAILS ASSESSMENTS ISSUES SURVEYS
OVERVIEW ~ CONSUMERS ~ DATAELEMENTS — STORAGESYSTEMS — SOURCES|  RECIPIENTS | DATAMAP
Name ~ Data Relationship Location Consumer Data Elements ~ Primary Contact ~

List any entity to which you disclose/transfer or sell data involved in this activity.

Add Recipient ~

System

Organization

e Within the modal, enter all the details as per your requirement and click on the Add button as
shown above.

Note: For the Recipient Organization option, you also have the option to drag and drop files if required.

11



Add Recipient System X
Name * Lever v
Data Relationship * Disclose Sell Transfer
Location * United States <
Sharing Reason Add Sharing Reason(s) v
Primary Contact paul@ccpa.com

First Name
Last Name
Consumer Business Partners
Employment history
Cancel

e Asuccess message will appear at the bottom of the screen and the Recipient will be created within
the Recipients screen.

Managing Recipients
You have the option to manage the recipients. Click on the following link to learn more about this
feature:

o Editing a Recipient
e Deleting a Recipient

2.5. Publishing a Request from Overview Screen

Data Inventory Requests allow you to collect information about a processing activity from the
appropriate business unit member. A Data Processing Officer (DPO) can send Data Inventory Requests to
each business owner associated with the processing activity. When the answers from the business
owners are submitted back, the DPO can easily populate the data inventory based on the answers
provided. Follow the steps below to publish a Data Inventory Request.

e Select a processing activity from the list by clicking on it.

12


https://supportcenter.oncentrl.com/hc/en-us/articles/360021485171-Adding-and-Editing-a-Recipient#h_63725689351546465808243
https://supportcenter.oncentrl.com/hc/en-us/articles/360021485171-Adding-and-Editing-a-Recipient#h_63725689351546465808243

PFOCESSing Activities DASHEOARD ~ BUSINESS PROCESSES

PROCESSING ACTIVITIES NTERNAL FUNCTIONS

Qv Add Processing Activity [

Processing Activity ~ Internal Function - Primary Contact ~ Data Subjects ~ Risk ~ Collected As ~
Applicant Tracking Hiring Agents Processor H
M .
Background Check Hiring X ‘k_e ROSS Authorized Users, Alumni C Controller :
mike@at
.
Benefits Human Resources Processor .

e Within the Details screen click on the Overview tab and further click on the Send Request button as
shown below.

< Backgrou nd Check Active DETAILS ASSESSMENTS ISSUES SURVEYS
OVERVIEW | CONSUMERS ~ DATAELEMENTS  STORAGE SYSTEMS ~ SOURCES  RECIPIENTS — DATA MAP SandiSuney :
~ General

Primary Contact
Joe Maguire joe@ccpa.com

Purpose: Background Check DPIA Status
Not Started #*
Consumer(s) (1): * Business Partners (Minors : Not Sure) Risk
. Links
Data Categories (1) & * Workplace: Employment history (Retention : 3 Years) 0 Assessments
Elements: 0 Issues

v Regulatory

Source(s) (0): No

Reciplent(s) (0): No Data

e Search and select a questionnaire. (Note: You can pick any questionnaire that is either Approved or
has been Published in the past)
e Select or add a new internal business unit contact you want to send the survey to. Click on

the Next button to proceed. (Note: If the processing activity already has a contact assigned to it,
that contact will be pre-selected)

e Confirm the request details and then click on the Publish button to send your request.

13




< Request Data Collection Cancel
Processing Activity ~ Questionnaire Contact Review & Publish

Review

ﬂ;l Human Resource (Internal) (Internal Function)

4%  Background Check - H...

GDPR Compliance Edit

L2 mia@orange.com (Internal Contact) Edit
Publish On
0715/2019  (Today) v
Period
Select Period v

@Add Repeat ©

Due Date ©

09/30/2019| v

2.6 Creating a Data Inventory Survey

Data Inventory Surveys allow you to collect information about a processing activity from the appropriate
business unit member. A Data Processing Officer (DPO) can create and send a Data Inventory Survey to
each business owner associated with the processing activity. When the answers from the business
owner are submitted back, the DPO can easily populate the data inventory based on the answers
provided.

Note: We currently support Processing Activity and System survey questionnaires.

To learn more about creating a data inventory survey, click on the link below

Creating a Data Inventory Survey

Additional Links:

Editing a Data Inventory Survey

Publishing a Data Inventory Survey

Publishing Data Inventory Request to Multiple Recipients

Publishing a Data Inventory Survey from the Overview Screen

14


https://supportcenter.oncentrl.com/hc/en-us/articles/360029538712-Creating-a-Data-Inventory-Survey
https://supportcenter.oncentrl.com/hc/en-us/articles/360030511112-Editing-a-Data-Inventory-Survey
https://supportcenter.oncentrl.com/hc/en-us/articles/360023015371-Publishing-a-Data-Inventory-Survey
https://supportcenter.oncentrl.com/hc/en-us/articles/360025388591-Publishing-Data-Inventory-Request-to-Multiple-Recipients
https://supportcenter.oncentrl.com/hc/en-us/articles/360025092192-Publishing-a-Data-Inventory-Survey-from-the-Overview-Screen

2.7 Responding to A Data Inventory Survey

Business owners can add answers and submit back the received Data Inventory Requests to the Data
Processing Officer (DPO) for review. When the answers from the business owners are submitted back,
the DPO can easily populate the data inventory based on the answers provided.

Please click here to see how business owners can add answers and submit back the received Data
Inventory Requests to the Data Processing Officer (DPO) for review.

2.8 Reviewing and Evaluating Responses for your Data Inventory Survey

1.Evaluate Responses

Once the business owner has completed the Data Inventory Request and submitted it back, the Data
Processing Officer (DPO) will want to review the answers and map them to back to the Processing
Activity.

Follow the steps below to evaluate a Data Inventory Request

e Navigate to the Active Requests screen of the Request tab within the Data Inventory module.

= Data Inventory Surveys DASHBOARD ~ BUSINESS PROCESSES  SYSTEMp  SURVEYS
ﬂ@ A Y T MANAG JAl u
Sh ctive v Q Y
Internal )
Name v Type « . Recipient - Published On Due Date ~ status v
Functions ~
= 1 Background Check » Mia Spectre Aug 14,2019 86% )
ad i Processing Activity ORANGE . Jul 15, 2019 .
(13 Ev
Pen

1 Project Management | Harvey . Mar 10, 2019 GE
a4 ! . & Processing Activity ORANGE Feb 8, 2019 ,
3 Questior . (8 Evl)

e (Click on the appropriate survey under the Name column.

2.Map Answers
During the evaluation process, you have the option to use the Map Answers feature to automatically
populate the partner profile with the answers received from your partner.

Note: This is an optional step.

e Click on the 3 dots at the top right of the screen and click Map Answers

15


https://supportcenter.oncentrl.com/hc/en-us/articles/360006980712-Responding-to-A-Data-Inventory-Request

fit / Evaluate

E’ Compliance Audit | Mark as Complete | | Submit Clarifications (0) | .

10 Questions | In Progress

Click on the 3 dots and select Map Answers
Go To Overview

v In Review: [ Pending: Evaluated: Documents: [Jijs]
a a 0 [ Map Answers ]

Applied Filters: In Review View Report

Download All Files
» A. Security at the Office

Edit Period

Extend Due Date
» B. Data Center Security
41n Review | 0 Pending Change Owner

» C. Feedback

e Once ready, click on the Map Answers button to proceed.

e The associated Processing Activity will be populated with the responses provided in the Data
Inventory Survey.

To learn more about this feature, click on the following link:
Mapping Answers during Evaluation

3.Complete Surveys

The final step in the Evaluation process is to Mark a Survey as Complete and update the Risk associated
with the Partner and the associated Product(s). Only the Questionnaire Owners and the Questionnaire
Admins can mark a survey as “Complete.”

e C(Click on the Mark as Complete button to finalize the evaluation process.

Active Surveys / Personal Records / Evaluate
= Personal Records __)l Mark as Complete | | Submit Clarifications (0) | .
6 Questions | In Progress

1 Filter By. v In Review: B [ Pending: ﬂ Evaluated: B # Changed Answer: 0 Documents:

Applied Filters: In Review

» A Qverview

5 In Review | O Pending
+ B. Data
1In Review | O Pending

o  Within the modal, you can view the Calculated Score along with the qualitative grade.
e You also have the option to update the Risk level for the processing activity you are evaluating.
e Once done, click on the Complete button as shown below.

16


https://supportcenter.oncentrl.com/hc/en-us/articles/360030528791-Mapping-Answers-during-Evaluation

Final Evaluation

Processing Activity:
Internal Funtion:

Calculated Score:

Processing Activity Risk

Evaluation Remark

Complete Cancel

Background Check
Human Resource
Unsatisfactory (0/5)

High

The score is unsatisfactory. marking this

as a High-risk processing activit},r.|

Remaining Text:

178

2. Manage Data Subject

a. High Level Flow

Requests

(automated through pre-
configured connectors)
to find Pl data, delete if
applicable

. Send tasks to service
providers to fulfill delete
requests

= Set up a intake form for

o data subjects to submit Review incoming requests -Fqu!II L manag.e Send updates to data

5 timelines as per regulation subjects

I requests
] a. Define the form input a. Validate incoming a. CENTRL automatically . Send communication

fields consumer requests — ID looks up Data Inventory and updates to
% b. Define branding and Verification done per to find systems and individuals- Use
I other details client need partners where predefined message
c. Embed form on website b. Assign to team for consumers’ Pl data exists templates if applicable

o resolution b. Connect with systems . Auto attach documents

and files with
requested data

b. Creating a Rights Requests

Using CENTRL's platform, Privacy360 users can directly add new requests by selecting the Add

Request button on the request backlog. Here users can enter details and directly assign ownership.
This process skips email verification.

17



Users should leverage this workflow to add requests received outside of the web form including support
cases, calls, and emails. Follow the steps below to create the rights request:

e Navigate to the Data Subject Requests screen from the DSAR module and click on the Add
Request button as shown below.

Data Subject Requests DASHBOARD]  DATA SUBJECT REQUESTS | MY TASKS ~ REPORTS
QY [MyRequests(8) | New©)  Activen1s)  Resolved (5) Click to Add a Request —-—)
D v Request Type ~  Data Subject + Requester « Created On ~ Due Date status v Assigned To ~  Tasks
;UEG:: Know Advisors Divya singh Jul 22,2019 Aug ?1'2019 D Verification Sa'_‘.’” R‘“% )

LUUGJ; Forget Consumer Djanina Cara Apr 3,2019 fg 2. 2013 In Progress Sa”ly R‘“% ., o
L?_;G-j: Data Transfer Agents sachin Nambiar Apr1,2019 Aug 14,2019 In Progress Sal:\.y Rm? . loTa
li[:ib Do Not Sell Consumer Joe Black Feb 14, 2019 Aug 31,2019 1D Verification Sal.\.y-Ros::’ e No Ta!

e Within the Add New Request modal, enter the request details, and the mandatory fields along with
any additional information to send to the recipient and click on the Submit button.

Add New Request X
Data Subject * Advisors h
Request Type * Access >
First Name * Mia
Last Name * Matthews
Email * mia@abc.com
Country * United States ¥
Subscription Type Select e

Account Number

Test field Select v

Assigned To * e Assign to me ~

Cancel

® A success message will appear at the bottom of the screen and a new row will be added within
the Data Subject Requests screen.

18



c. Creating a Rights Request using Web Form

Privacy360 lets individuals submit rights requests through a customizable web form or directly from the
request backlog. Directly creation lets our customers track and manage rights requests received through
other channels like email or phone.

To learn how to create a request web form, please click here.

d. Managing Incoming Requests

CENTRL's Individual Rights Request module makes it easy to carry out requests in compliance with GDPR
and CCPA regulations. This article will help you understand the basics of a rights request including your
legal obligations.

Click on the below-mentioned links to learn more about each feature:

¢ Navigating to your Request

e Editing a Request

e Verifying the Data Subject

e Communication and Collaboration
e Assigning a Request

e Extending the Due Date

e Resolving a Request

e Viewing your Request History

e. Creating a Task

Often, privacy users will need to reach out to system owners in other teams or external partners

to complete individual rights requests. Tasks help us assign specific actions to these system owners and
require either an attached document or confirmation as part of the resolution.

e Navigate to the Data Subject Requests screen from the DSAR module.
e Click on any request for which you wish to create a task for.

Data SUbjECt ReqUeStS DASHBOAR DATA SUBJECT REQUESTS | MY TASKS
Q Y [m.‘ New (0) Active (16 Resolved (5)
D v Request Type ~  Data Subject ~ Requester + Created On ~ Due Date ~ status - Assigned To ~  Tasks
:UC;EFU Forget Consumer Mike Hanigan Jul 24, 2019 :\uF, ?3‘ 2019 1D Verification Sally Ross l0 Tash
JDO;FB Know Advisors Divya Singh Jul 22,2019 Au‘g Z' 2019 ID Verification sally Rass No Tasks
;?F]FZ Forget Consumer Djanina Cara Apr3,2019 AL'IS 23,2019 In Progress 5_“”"'75?55; ) Io Tas
10016 Data Transfer Agents Sachin Nambiar  Apr1,2019 A"Iﬁ 21, 2019 In Progress sally Ross No T

GDPR

e Navigate to the Tasks sub-tab and click the + Task icon.
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https://supportcenter.oncentrl.com/hc/en-us/articles/360015189832-Creating-a-Rights-Request-using-Web-Form
https://supportcenter.oncentrl.com/hc/en-us/articles/360014637212-Managing-a-Rights-Request-#h_353980057171536344217896
https://supportcenter.oncentrl.com/hc/en-us/articles/360014637212-Managing-a-Rights-Request-#h_51234189821535143971262
https://supportcenter.oncentrl.com/hc/en-us/articles/360014637212-Managing-a-Rights-Request-#h_b641c6fd-bddb-498b-8d19-bddc099bec96
https://supportcenter.oncentrl.com/hc/en-us/articles/360014637212-Managing-a-Rights-Request-#h_81564543711536347046885
https://supportcenter.oncentrl.com/hc/en-us/articles/360014637212-Managing-a-Rights-Request-#h_35009805481551305027640
https://supportcenter.oncentrl.com/hc/en-us/articles/360014637212-Managing-a-Rights-Request-#h_112017789141535555988344
https://supportcenter.oncentrl.com/hc/en-us/articles/360014637212-Managing-a-Rights-Request-#h_899421334351535564471851
https://supportcenter.oncentrl.com/hc/en-us/articles/360014637212-Managing-a-Rights-Request-#h_389495224281535558702519

Data Subject Requests

My Requests (9) New (0) Active |

1D ~ Request Type ~
10020
Forget
GDPR
10019
Know
GDPR
10017
Forget
GDPR

#10019 Know ©

COMMUNICATION DATA LOOKUP TASKS HISTORY

ID ~

B Task

summary Due Date ~ Status - Assignee /
Click to create a task

This request has no task(s)

Due Date: Aug 21, 2019 @ 2 Sally Ross #" H Task

Data Subject:
Advisors

Requested By:

Divya Singh

Email:
divya@orange.com
Country:

India

Created On:
Jul 22, 2019

Alternatively, you can also click on the + Task icon at the top right.

e Enter the mandatory as well as other fields and click on the Create button.

Create New Task

summary *

Require Attachment *

Due Date *

Assign Task To *

Create Cancel

NOC Form Request

@ Yes (O No

07/31/2019 ¥

® Internal User (O Partner Contact

[&] .
-~ briana@orange.com v

Please add the requested document!

Remaining Text: 221

To learn more about creating and managing Tasks, click here
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https://supportcenter.oncentrl.com/hc/en-us/articles/360016589912-Creating-and-Editing-a-Task

a. Responding to a Rights Request
As a Data Controller, you can send a Public message to your Data Subject /recipient of the Request to
communicate with them in a convenient way. You can do this by either sending a public message or by
selecting a template to submit the public message.

e C(Click on the Public tab of the Ticket Details screen and enter a message to send to your data subject

Data Subject Requests #10020 Forget ©

COMMUNICATION DATA

(Verification team)

Driles(o)

Due Date: Aug 23, 2019

Enter a public message

Click to Submit

My Requests (3) ] New (0) Active (16)

D ~ Request Type Internal m Add from Template Submit as ID Verification

10020

GDPR Forget In order to complete the verification, we require additional verification. We take this step very
serlously to protect user privacy.

10_01‘2 Do Not Sell Please attach a file as proof of address. Please make sure this is a recent proof, preferably within the

CccrA last 3 months.

10010

i Do Not sell Thanks, /

CCPA Briang

= Briana Grace... # @ Task : X

Data Subject:
Consumer

Requested By:
Mike Hanigan
Email,
mike@hcg.com
Country:

United States
Created On:

Jul 24, 2019

Regulation:
GDPR

e Alternatively, you can also click on the Add from Template option to choose a template

Data Subject Requests #10020 Forget

(Verification team)

DFiles(0)

——— COMMUNICATION DATA LOOKUP
My Requests (3) New (0 Active (16) —_—

10020

GDPR Forget In order to complete the verificatic

seriously to protect user privacy

10012

I Do Not Sell Please attach a file as proof of add
CCPA last 3 months

10010

o Do Not Sell Thanks,
CCPA Briana

Due Date: Aug 23, 2019

Add from Template

Repetitive Request
Unfounded Requ..
Unable to Verify

Require more Inf...

Click to Add from Template

Submit as ID Verification ﬂ

ation. We take this step very

1 recent proof, preferably within the

& Briana Grace... /' & Task

Data Subject:
Consumer
Requested By:
Mike Hanigan
Email:
mike@hcg.com
Country:

United States

Created On:
Jul 24, 2019
Regulation:

GDPR

Subscription Type:

Mo Dot

e Enter your explanation text and click on the Submit as ID Verification button. If you wish to select
any other stage for your Ticket, click on the Submit as ID Verification dropdown and select a stage

for the Request.
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Data Subj

ID ~

10020
GDPR

10012
CCPA

10010
CCPA

ect Requests

My Requests (3) J New (0)  Active (16

Reguest Type v

Forget

Do Not Sell

Do Not Sell

#10020 Forget ©

COMMUNICATION

In order te complete the verification, we require additional verificatior] Submit as 1D Verification
seriously to protect user privacy

/

Enter an explanation

@H\es[m

Due Date: Aug 23, 2019

Require more Informatic ~

2 Briana Grace... # [ Task

Submit as ID Verification

Submit as In Progress

Submit as Denied

Data Subject:
Consumer

Requested By:
Mike Hanigan
Email
mike@hcg.com
Country:

United States
Created On:

Jul 24, 2019

Regulation
GDPR

b. Resolving a Rights Request

When working on a Request, the DSAR owner can either grant or deny a Request to their data subject.
Under GDPR, all denials must include a rational as well as for instructions on how to petition the denial

to Data Authority and the right to seek a judicial remedy.

When you fulfill a request made by your Data subject, the status of the Request will be changed from In

Progress to Resolved (Granted) or Resolved (Denied).

e Enter an explanation text for your data subject and click on the dropdown next to the Submit
button.

e Select Submit as Granted or Submit as Denied.

Data Subj

My Requests (3)
1D~

10020
GDPR

10012
CCPA

10010
CCPA

ect Requests

New (0} Active (16]

Request Type «

Forget
Do Not Sell

Do Not sell

#10020 Forget @

COMMUNICATION

Internal m Legal Claims

Due Date: Aug 23, 2019

Submit as In Progress n

Unfortunately, we cannot satisfy your request because the processii  SUPMIt as In Progress

the establishment, exercise or defense of legal claims, or for courts

/

Enter an explanation

@JFlIele}

Submit as ID Verification

Submit as Granted

Submit as Denied

+2 Assign B Task

Data Subject:
Consumer

Requested By:
Mike Hanigan

Email:
mike@hcg.com

Country:
United States

Created On:
Jul 24, 2019

Regulation:
GDPR

Subscription Type:

Please click here to learn how to resolve a rights request.

To learn more about Managing Rights Request and the DSAR module, please click here.
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https://supportcenter.oncentrl.com/hc/en-us/articles/360015505052-Resolving-a-Rights-Request
https://supportcenter.oncentrl.com/hc/en-us/categories/360001471231-Individual-Rights-Request-DSAR-

3. Conducting Data Protection Assessments

a. High Level Flow

-
Partner nn

Create Issues

Approve i Evaluate

Questionnaire

!« Create usingan | ! :
: {1 and questions : larification
Industry Standard : . = Create questions ' Clarifications

L T:::::" with different answer |
: - s :
Questionnaire v Create follow-u|

De P 5

P I‘;::nn E.x:;ln . I questions : Assign for

. Questionnaire i . :;:""" "":n‘;"'e“" : Evaluation
« ® score .

' Internal

! Collaboration

Add Evaluation
Remarks

o
Llient Connect Answer Submit Respond to
Questionnaire] Answers Clarifications
Internal

 Collaboration |

Assign for
Answering

© Internal
! Collaboration |

b. Creating Questionnaires

Using CENTRL’s Assessments module, you can create and publish questionnaires to your vendors or
partners. Your vendors/partners will be able to answer the questionnaires on a secure platform

o Navigate to the Manage Questionnaires screen in the Assessments module, and click on the Create

New button.

Manage Questionnaires DASHBOARD MY ASSIGNMENTS ~ ACTIVE ASSESSMENTS ~ UPCOMING ASSESSMENTS| MANAGE QUESTIONNAIRES  JREPORTS

Show ; | Active A Q Y

Name ~ Description Updated On ~ Status - Action

GDPR Readiness Assessment - 2.0

Processing Activit May 13, 2019 Approved PUBLISH
8 Questions E ¥ i PP

AIMA - Responsible Investment
Module - 1.0
22 Questions

Responsible Investment Published
Module (2017) Total Send Count: 1

AFME - Due Diligence
Questionnaire - 1.0 Feb 15,2019 Draft Approve

285 Questiens

GDPR Data Protection Impact GDPR Data Protection Published

1440 Impact Assessment Total Send Count: 0
4 Questions

Apr 15,2019 PUBLISH TO MORE

Assessment - 1.0 Feb 8, 2019 PUBLISH TO MORE

...

e Tolearn more about Creating Questionnaires, click here
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https://supportcenter.oncentrl.com/hc/en-us/articles/115003371067-Creating-A-Questionnaire

c. Editing and Approving Questionnaires
Once a questionnaire is created, you have the flexibility to customize your questionnaire to suit your
needs. You can add or edit questions, sections, sub-sections, and follow up questions. You also have the
ability to change the existing format and properties of your questionnaire.

Note: Questionnaires can be edited only if they are in Draft status and have not been Approved yet.

e Navigate to the Manage Questionnaires screen in the Assessments module, and click on a
guestionnaire in Draft status
e Tolearn more about Editing Questionnaires, click on the following link:

Editing a Questionnaire

e Once you’re done editing the questionnaire, click Approve. In CENTRL's workflow, you can only
publish questionnaires that have been approved.

Manage Questionnaires / AFME - Due Diliger
AFME - Due Diligence Q

Draft® Last edited Feb 15th 2019 f

EDIT QUESTIONS SCORE KEY . . .
® 9 @ ! Click to Approve a Questionnaire
@ Section Questions: 285  Documents: 38
Ql. Questionnaire Instructions Edit Instructions

+ 1. Credentials

+ 2. Asset safety and Custody

+ 3. Risk Mitigation

+ 4. Your Systems

+ 5. Core Services

d. Publishing Questionnaires
When you publish a questionnaire, your partners will be able to respond to your questionnaire using
CENTRL's secure online platform. Follow the steps below to publish a questionnaire as an assessment

e Navigate to the Manage Questionnaires screen in the Assessment module, and click Publish, and
then Publish to One
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https://supportcenter.oncentrl.com/hc/en-us/articles/360028870392-Editing-a-Questionnaire-

AFME - Due Diligence Q...
Approved @ Last edited a few seconds ago

(D EDIT QUESTIONS (@ SCORE KEY

@ Section Questions: 285 | Documents: 38

QL. Questionnaire Instructions

Publish to One

Publish to Multiple

+ 1. Credentials

+ 2. Asset safety and Custody

+ 3. Risk Mitigation

+ 4. Your Systems

+ 5. Core Services

e Select which internal function or partner you are assessing, the Purpose (either Data Protection
Impact Assessment or Readiness Assessment), and the Processing Activity. Click on the Next button
to proceed.

—
< start & Publish Assessment Cancel
Partner Contact Review & Publish
Who are you assessing?
Summary
[l Pide v View All M Pide
] Mutual Funds, Fleet
Y 5 Selected . Optiona & Readiness Assessment
4% Truck Fleet - Financ...
AFME - Due Diligence...
[o]
What is the purpose of the assessment? = ius
@ Readiness Assessment v Optiona
What Purpose should | choose? Show
% Truck Fleet - Finance ~
e Select the Contact. Contact is the user who will answer the assessment, either a Partner Contact or

yourself.
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<

Start & Publish Assessment

O ©

Partner Contact

Who is going to answer this questionnaire?

(®) Contact

Send out the questionnaire to

£ ria@pide.com M
O Me
Assign the Questionnaire to yourself in order to start answering and evalu
users by assigning t ole questionnaire, sections or individual questions to them after Publis
Back

ating. You can collaborate with interna

Cancel

Review & Publish

Summary

=

Pide Edit

Mutual Funds, Fleet Edit
Readiness Assessment Edit

Truck Fleet - Financ... Edit

v ®

AFME - Due Diligence...

ria@pide.com (Partner Contact)

o

Select the publish and due date, period, and recurrence. Then click on the Publish button.
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£ Start & Publish Assessment Cancel
Partner Contact Review & Publish
Review
Pide Edit

Mutual Funds, Fleet Edit

Readiness Assessment Edit

Truck Fleet - Financ... Edit

M@ % @

AFME - Due Diligence...

ria@pide.com (Partner Contact) Edit

Do

Publish On

07/26/2019  (Today) ¥
Period

Select Period v

@ Add Repeat ©

Due Date ©

08/25/2019 v

Message Optional

e Once the questionnaire is published as an assessment, you can see it both in the Active Assessments
screen of the Assessments module OR the Assessments subtab of the associated Processing Activity
(shown below)

< | Background Check Active DETAILS ASSESSMENTS SSUES
Show : | Active v Q T’

Name —/ Partner Recipient Processing Activity Published On Due Date Status

T “ mikeross 0% @16 Pend
|: GDER Reniiness Assecs... ORANGE . — Background Check Feb 6, 2019 Aug 25,2019 o ) In Rev

uestion:
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e. Responding to Assessments
Using CENTRL's Assessments module you can quickly answer your partner's questions, assign parts of a
guestionnaire to your team, and submit your answers back to your partner.

To learn more about responding to Assessments, please click here

f. Evaluating Assessments
The Questionnaire Owner can begin the Evaluation process once the answers from your responders are
received. While evaluating a questionnaire, you can assign grades/scores to answers, add observed
answers, create clarifications or issues or assign questions to your colleagues for evaluation.

To learn about evaluating Assessments, please click here

To learn in detail about managing questionnaires and assessments, please click here.

4. Support

To learn more about the different features offered within the platform or to submit a support request,
please navigate to the CENTRL Support Center page by following the steps below:

e C(Click on your initials on the top right and select Support.

Xa 9 & .

7

Sally Ross
DETAILS | <allvross@orange.com
2 My Profile
@& My Connections
4 on (» GetStarted

@ Support
9

G+ Log Out

e You'll be directed to the CENTRL Support Center page. The support center provides access to articles
on the full breadth of the system and allows you to submit a support request by clicking on Submit a
request on the top-right.
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https://supportcenter.oncentrl.com/hc/en-us/sections/360003658612-Responding-to-Questionnaires
https://supportcenter.oncentrl.com/hc/en-us/sections/360003658632-Evaluating-Assessments-and-Creating-Clarifications
https://supportcenter.oncentrl.com/hc/en-us/categories/360001480952-Questionnaires-and-Assessments

C E N T R L \5) u FT' ter Submit a Support Request . Customer Support ~

Q Have a question? Ask or enter a search term here.

Most Helpful
|- — _
& - . 1 g - Login and Password
= Reset
Reset your login password.
Getting Started System Admin General Answering a

Questionnaire
Answer a Questionnaire Sent
by your Partner.

Assigning Questions and

@ Assess360 v Sections

Assign questions and sections
to your colleagues.

Responding to an
Answering Assignment

@ Vendor360 v T e

sent by your colleague.

e Fillin all the required information on this page and click on Submit.

Workaround Available?

Is there are workaround for the issue. Please add any relevant details or explanation.

Steps to Reproduce *

Please provide specific steps for the issue to occur or to reproduce. Please attached and reference screenshot if
applicable.

Case Number (if licable)

Attachments

ﬁ Add file or drop files here

e To chat with one of our support representatives from within the platform during normal business
hours, click on Support Chat at bottom-left.
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PFOCESSiI’]gACtiVitiES DASHBOARD  BUSINESS PROCESSES  SYSTEMS RVEYS ~ REPORT
PROCESSING ACTIVITIES  INTERNAL FUNCTIONS

Qv Add Processing Activity [

Processing Activity

~

Internal Function ~  Primary Contact ~ Data Subjects - Risk ~ Collected As ~

. . Agents, Business Partners,
Accounting System Banking Division ] Processor :
Consultants, Alumni

Applicant Tracking Consulting Division 16] Alumni, Authorized Users Low Controller

Autharized Users, Alumni, H
Background Check Human Resource mia@orange.com ow Controller :
Business Partners

Consultants, Employees,

Background Check Human Resources mia@orange.com ) Controller
Business Partners, Contractor
Benefits Human Resources 6] ta High Processor E
5. Document Version
Last edited Author Version

07/26/19 Various V3
04/2/19 Various V2
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