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High Level Flow

Below is the high-level flow for responding to an assessment sent to your organization

Delegate
Responses
and/or Answer
the Assessment

Respond to
Assessment
Clarifications

Receive

Submit

A
ssessment Responses Back

Notfification

Responding to the Assessment

Assessment received will be found in the Active Assessments area of the CENTRL platform (if you received
the assessment directly from the Assessor) or will be in the My Assignments area if you were delegated a
set of questions from someone in your business unit to respond to.

Note: When coming from the notification emails, you will be deep-linked to the appropriate area and
assessment.

4 Work DOCUMENTS DOCUMENT REQUESTS ASSESSMENTS
NMENT: ACTIVE ASSESSMENTS PCOMING ASSESSMENTS
Show: | A v Qv
Assessments Products... Contact Date Received Due Date status
il vendor Risk Questionna... CENTRL Support 0% 110 Open (1]
* All Apr 29, 2019 May 29, 2019 ® 0 Submitt
[F¥ Vendor Risk Questionna CENTRL Support 100% 0 Oper o
- All May 10, 2019 Jun 9, 2019 ® 111 Sul d
1 Juestions ad u
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Initial View

When you open a new Assessment for answering for the first time, you will be taken to the section
summary with the Instructions opened. Click on the Start Answering button to begin answering.

< Privacy RCM (Final) ©

= EB ) Documents (0) -._0 Quick Filte

Not started (153) | [ Dram o) submitted(0) | Clear All

Sections Bulk Assignments

Instructions
instructions

Questionnaire Instructions: - For each row the following celumns are mandatory: B (Section Name),
F (Question Text) and L (Primary Answer Type). - If a Primary Answer Type of the type Multiple

Choice is selected, then the foliowing columns are also mandatory: M (Option 1) and N {Option 2)

PRN, Privacy Notice

€ Questions

DS. Data Security Start Answering
37 Question:

DPA. Data Processor Assurance

6 Questions

PIA. Privacy Impact Assessments

7 Questions

PIM. Privacy Incident Management

14 Questions

0 0f 153 Answered I Submit

The section names are on the left and you can scroll/click on individual sections to open all the questions

for that section. The answering pane is in left-center -- use the scroll bar on the right to scroll through
all the questions for that section.

< privacy RCM (Final) & Answer | Overview
= EN | & pocuments [} _ﬂ Quack Fiters: | oot Started 1153} | [ Draft (o) Submatred (0) | Clear Al Review
Sections Bulk Assignmants . .
J PRN. Privacy Motice
Inakructions PRN.RO, Fallure to pravide a compliant privacy natice ta individuals at the right
time may lead to data processing net being deemed fair and transparent
PRN, Privacy Natice
& Questions Cipen (Mot Started) 2 0
To scroll thru the questions in
Where personal data is collected directly from an indi al (2.g. via website, email or teleghone
D5, Data Security

etc), Is an appropriate prvacy notice provided to the indivdual at the point of personal data the section you are in
callectan?
37 Guestions fiot Assgned

O ves
DFA. Data Processor Assurance
. O Mo
& Questions ot Assigmed
[T
Pla. Privacy IMpact Assessments * Attach File

T Quesrians )
{# Add Comnment.

PIM. Privacy Incldent Management
1 Questions

At the top of the answering pane, you can see the question your partner has asked you and the format of
the answer. In order to answer the question, you can select or type in the appropriate response and

comments. All answers are saved automatically. When you are ready you can move on to the next
guestion by clicking on the Next button.
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=R [ Documents (D) XP Quick Filters: | Not Started (153) | | Draft (0) Submitted (0}  Clear All

Sections Bulk Assignments Answering Pane

Instructions

IOENRTIRY | Cpen (Mot Started) AR

PRN. Privacy Notice
Where personal data is not collected directly from an individual, is the individual provided with a

COLES 1o Hiat Assigned privacy notice within a reasonable period after obtaining their data?
DS. Data Security O ves
37 Questions Not Assigned O wo
O na
DPA. Data Processor Assurance
& Questions Not Assigned + Attach File

(® Add Comment
PIA. Privacy Impact Assessments

7 Questions Not Assigned

PIM. Privacy Incident Management
Y & TOERGIE]  Open (Not Started) a0
14 Questions No: igned

Is the privacy notice compliant with the applicable data protection law?

| Submit |

0 of 153 Answered

Adding an Optional Comment or a File to an Answer

If you would like to provide additional clarifying information with your response beyond the answer type
allows (ex, Yes or No question), you can add an optional comment for each question by expanding the
comment ‘+’ symbol. Or add a file by clicking on the ‘upload’ icon.

LULURGIR]  Open (Not Started) IR0

Where personal data is not collected directly from an individual, is the individual provided with a
privacy notice within a reasonable period after obtaining their data?

+ Attach File Optionally, add comment or attach a
file to any question

(® Add Comment.
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Note: For some questions, a document is specifically requested or required by the Assessor. For those,
you’ll see a sub-label “Requests” in the file attachment area, and the name of the file request.

PRN.RO1. Failure to provide a GDPR-compliant privacy notice to individuals
at the right time

PRN.R01.CO1. Points of personal data collection across all channels (web, phone,
email, manual etc.) are identified and understood

LINEINGINON Open (Not Started) a2 0

Have you identified all entry points via which personal data is collected (website,email,
telephone, mail)?

O ves
O No
O N

Request v { Attached Files(0)

LDJ Data collection entry points OFiles 4

Additional Files OFiles 4

(® Add Comment.
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Answering Follow-up Questions

Certain questions trigger additional follow-up questions based on your initial answer. The follow-up
guestion will expand below the triggering question, depending on your answer

Active Assesment

4 Privacy RCM (Final) ©

= = @ Documents (0} ‘~Jn Quick Filters: | Not Started (152) Submitted (0)  Clear All

Sections Bulk Assignments

PECWRGIRE | open (Draft) 2 D

Does the organisation have an approved information security policy and supparting standards
and procedures, and have these been communicated to staff members?

Instructions

PRM. Privacy Notice

A i Not Assizned fay
& Questions Not Assig \!J Yes

ONO

DS. Data Security

37 Questions O N/A
* Attach File
DPA. Data Processor Assurance @® Add Comment.
& Questions
PIA. Privacy Impact Assessments ’ Follow-up Question
) [P Ds.RO1.CO11.1 (D]
7 Questions Nat Assigned

If Yes - Please provide Information security policy, procedures and standards.

PIM. Privacy Incident Management

14 Questions Documents
Request v Attached Files(0)
CBD. Cross Border Data Transfer N
2 Questions [l information security policy, procedures and standards OFiles 4
Additional Files OFiles #*

CON. Consent

11 Questions

G—)Add Comment.

Answering a Mandatory Questionnaire
When users receive questionnaires for answering, they can view and answer mandatory questions.
Responders cannot submit the entire questionnaire unless all the Required questions have been answered.

Note: All mandatory questions are highlighted in a red box.
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< web Security Questionnair ...

o | Documents ~ 8 Not Started (4) | | Drate (1) Clear Al
Sections

Bulk Assignments

A. Application

Instructions

A.AApplication Metadata
A Application
S Questions AA1

)pen (Not Started

Provide the name of the application

v Answer

iii
Il
I
b}
2

Enter your Answer text s

Click to save == v X

Documents

£ Attach File

® Add Comment

1. Within the answering pane, enter your answer text and click on the checkmark icon to save your response.

Note: The answer area for a mandatory question will be highlighted in red to quickly identify the mandatory
questions.

< web Security Questionnair ... (

= G Documents ~ '_o Q ters: [ Not Started (2) | [ Dratt 3) Clear All
Sections Bulk Assignments X .
A. Application

Instructions

AA Application Metadata

A. Application
S Questions ot A AAD Open (Not Started)

Provide the name of the application

v Answer

Techsmith

Documents

£ Attach File

@ Add Comment

2. Once the mandatory question has been answered, the answer box for the mandatory question will turn green.
Question History

Question History will show information regarding the selected question. This feature provides users with a
complete audit trail of user activities at question level.
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< Financial Audit 2019
= 8 | & Documents() 0 Qukk Filters: Not s Draft @) | Subenneed 119y | Clear All
Sections Bulk Assignments 1, Application
i ion level hi
Rt 1.1. Application Metadata Click to view question level history
17 Questors
BER o o)
3 Secuey Contacty Provide tie name of the agplication
1 Quacricn
v Answes Sabimit 9 T1:36 AM
A Financial Audit saplication
1 quserion
Il covvices o
Prowide 3 brief description
> Carte len
v Arcwer Sul 6 AW
Requires In: al sour

To view the Question History, select the question and click on the Question history icon as shown above.

Uploading Documents to a Question

When answering a questionnaire, you have the ability to attach documents to questions. Documents can
be attached to a question by using the Answering Pane or by using the Documents Modal.

Attaching Documents at the Question level

< Financial Audit 2019

© Documents ( o

= B

t
Sections 1. Application

1.1, Application Metadata

of the application

B I & & T w o= ==

Submit

1. Click on the question for which you wish to attach documents. Clicking on the question will open the
Answering pane.

2. Inside the answering pane, click on the upload icon under Documents. This will open the upload window.

Attaching documents using the Documents Modal

The Documents modal gives an overview of all the documents that have been requested and the list of files
attached to the assessment.

CENTRL 0



< Financial Audit 2019 /

Sections Btk Assignme
- 1. Application

Application 1.1. Application Metadata

N 2 0
k.
L B I &L T W o EE=Snnm
v X

To open the Documents modal, click on the Requests/All files in the Documents dropdown as shown above. This
will take you to the respective tab in Documents modal.

Requests:
Documents X
REQUESTS ALL FILES©®
Q
m Request Question Attached Files(0)
1 Please provide Productivity and performance measur... OFiles_ #
Upload icon
tenance 1.2 Please provide equipment maintenance, monitoring a... OFiles %
Please provide the latest financial reports of you OFiles *
)ata Center Diagrar Please attach a Data Center diagram OFiles %
Security Policy 2 Does a data center security policy exist? @ 0 Files
Disaster Recovery Policy 2.2 Do Disaster Recovery policy exist? = 0 Files

1. The Requests tab lists all the document requests with reference to the question. This tab contains all the

documents that your partner has requested. It also shows the number of files attached to each request along
with an option to upload.

2. To upload and attach files, click on the Upload icon corresponding to the question/request. This will open the
upload window where you can upload files or select files from the file library.

CENTRL 10



All Files
< oo T2 0 stk ore

= Details  Olnternal E External = AllFiles D History

Product: Fund

Contact: jhon@testpartner098.com
Sent: May 14, 2020

Due: Jun 13, 2020

PREVIEW & DOWNLOAD

Questions Status

0 0

Clarifications
Assignment Statuses (9/10 Questions Assigned)
Assignee Assigned (Open) In Progress Not Started
test2 kk 5 1 4
test3@newm123.com 4 0 4

The All Files tab gives an overview of all the files attached to the assessment grouped by questions, as shown above.
You can also see who attached what file on each question.

Documents File Viewer lcon e=—p & ¥ X

REQUESTS ALL FILES©® Download Icon

Modifying a Pre-populated Answer

Questions that have been pre-populated, can be modified in answering before submission. If the responder makes a
change, he or she can always revert back to the original pre-populated values.

Changing a Pre-populated Answer

1. Navigate to the Assessments screen from the Partner Space and click on the Active Assessments tab as shown
above.

< VsAQ-Migration© A/ cho
4]

E‘ Documents ~ Quick Filters: | Not Started (0) ] Draft (10) ! Submitted (0) Clear All

1]

. —_—
Sections Bulk Assignments
Do you have a written policy that lists the physical security requirements for office facilities?

A. Security at the Office

S Questions Nor A e v Prepopulated Answer ()

Select One
Data Center Security -

o i (®) Yes

4 Questions
ONo

C. Feedback Click to change Answer
* Attach File

1 Question

@® Add Comment

2.To change a pre-populated answer, click on an alternate answer option as shown above.

CENTRL 1



Revert Answer

< VsAQ- Migration O 4

= G Documents D

Y Quick Filters: | Not Started (0) | [ Dratt (10) | Submitted (0)  Clear All

Sections Bulk Assignments

Open (Draft)
A. Security at the Office

2 D
Do you have a written policy that lists the physical security requirements for office facilities?
5 Questions
v Revert Answer (
B, Data Center Security Select One
4 Questions Click here to Revert
Q ves
C. Feedback ® nNo
1 Question
£ Attach File
@ Add Comment
1. Click on the Revert Answer link to revert back to the original answer.
Viewing the Pre-populated Answer source
< VSAQ - Migration
= G /| Documents ~ ,o |>T¢:;;;I4$ﬂ [Emﬂ Submitted (0)  Clear All
Sections Bulk Assignments
A3 Open (Draft) - £
A. Security at the Office - il ™ O
5 Questions A

Do you have a written policy that lists the physical security requirements for office facilities?

v Prepopulated Answer (3 = Click here to view the Answer Source
B. Data Center Security

4 Questions

Select One Prepopulated Answer Source X
Ve Assessment: VSAQ - Migration
C. Feedback O No Partner: Infotek
1 Question v . Product: Test1
Submitted on:  Dec 13, 2019
* Attach File Current owner: Rohan Test

@® Add Comment

Note: If you have access to the underlying assessment, then the assessment will be clickable. You will be taken to

the source Question in the original assessment.

CENTRL
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Assignments

When you receive a questionnaire, you can assign sections and questions to other people within your
organization such as to the appropriate subject matter expert. When they have completed their
assignments, they submit the answers back for you to review.

If assigned questions you can view the assignments to which you are associated in the My

Assignments screen.

Single Question Assignment

To assign individual questions, click on the person in the right side of the answering (step 1 below),
enter the name of the person in your team, and a message or instruction that will be included in the
email notification they receive, and click “Assign” button (step 2)

at the right time
email, manual etc)) are identified and understood

PRN.R01.COM.01 Open (Not Started)

telephone, mail)?

O Yes
QO No
[@ LT

PRN.RO1. Failure to provide a GDPR-compliant privacy notice to individuals

PRN.R01.C01. Points of personal data collection across all channels (web, phone, wt

Have you identified all entry points via which personal data is collected (website,email,

[TONEIEIRN  Open (Mot Started 2 &
IR D

nal data

oM 2 Assign To
ed td

\u 9

Message:

Bulk Assignments

[Multiple questions at a time; Full section(s)or entire questionnaire]

Step 1: Select the ‘Bulk Assignment’ link - at the top of the section pane - in the open assessment

Active Assesment

Privacy RCM (Final) ©

Sections Bulk Assignments

Instructions

PRN. Privacy Notice

& Questions

DS. Data Security

37 Questions

DPA. Data Processor Assurance

= = @ Documents (0) ‘\F Quick Filters: | Not Started (152) Submitted (0)  Clear All

DS. Data Security

D5.RO1. Failure to establish formal infermation security policy and procedures and
assign security roles and responsibilities may result in personal data not being
adequately protected leading to potential non-compliance, fines, lawsuits,
reputational damage etc.

PICIRGIREN open (Not Started) & D

Is security of personal data explicitly addressed in the organisation's information security policy,
and supporting standards and procedures?

& Questions D Yes
O No
PIA, Privacy Impact Assessments £ wisa

CENTRL
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Step 2: The bulk assignment window will open. From her you can assign the entire assessment, a
entire section or sections, or individual questions. As you select sections or questions you would like
to assign, the ‘Assign’ button will indicate the number of questions selected for assignment, press
the ‘Assign’ button in the lower

@ Documents (0) ‘T_P Quick Fitters: [ Not Started (152) | [Drate )] Submitted ()  Clear All Revie

Assign entire A

8 0O

¥ PRN. Privacy Notice  Go To Section Assign an entire section —————)

Y PRN.RO1. Failure to provide a compliant privacy notice to individuals at the right time may lead to data processing not being deemed fair and transpare:
Assign a question or set of

PRN.R01.CO1.1 Where personal data is collected directly from an individual (e.g. via website, email or telephone etc.), is an appropriate privacy notice provide questi(
of personal data collection?

\

PRN.RO1.C01.2 Where personal data is not collected directly from an individual, is the individual provided with a privacy notice within a reasonable period after obtaining their data? Not A

PRN.R01.C01.3 Is the privacy notice compliant with the applicable data protection law? Nt A
¥ PRN.RO2. Failure to update privacy notice wordings periodically or prior to an envisaged change in data processing may lead to data processing not being deemed fair and transpa... Not Assigne

PRN.RO2.CO1.1 Are privacy notices reviewed (and updated if required) on a periodic basis, as an outcome of privacy complaints or breaches or when there is a change in the data processin ;

g activities?

PRN.R02.C01.2 Are updated privacy notices provided to the individuals within reasonable timelines as per the applicable data protection law? Not Assigne

6 Question(s) Selected Back

Step 3: A new modal will pop-up where you select the name of the individual in your organization you
would like to assign these questions to, and a message that will be included in the email they receive.
Finally press the ‘Assign’ button in the lower left of the modal. Also note, you can cancel the assignment
during any of these steps in the assignment flow.

Assign Question(s) X

Question(s) To Assign: 5
Assign To: Click
/ ck to add user or select users from the dropdown list to assign questions to

2, Select / Add User v

Message:

Add Message

CENTRL 14




Important Notes:

- You can assign any question or set of questions to any one person. If you need to change or
cancel any assignments, you can go to your Active Assessments screen and cancel or change the
assignments

- Your assignees can see ONLY the questions assigned to them, not the entire questionnaire

- Your assignees can In-turn assign any of their assignments to someone else in their team

- Completed assignments will follow up the assignment the chain for review and approval back
up to the original assignor (i.e., an assignee cannot submit responses directly back to the
Assessor).

Unassigning or Reassigning Questions

This feature allows you to un-assign questions or sections that are previously assigned. Use the same
“Bulk Assignment” link as above to un-assign or reassign.

Note: Only the Questionnaire Owners and Questionnaire Admins have the ability to un-assign.

Downloading All Files attached to an Assessment

Active Assessments

o o] ay e

Click on the 3 dots
Go To Overview

Diligence PIDE IN Cecil Adams Apr 8, 2020 o% View Report
Mar 9, 2020
Pide Inc Download All Files
0 > ORANGE Samuel K. 0% Edit Period
Mar 5, 2020 Apr 4, 2020
Banking Division Change Due Date(s)
0 IDE INC Cecil Adams 0% Change Owner
Feb 27, 2020 Mar 12, 2020
Pide Inc Change Recipient
0 4 ORANGE Harvey S. Mar 4, 2020 0% Assignment Properties *
Feb 3, 2020 .
Banking Division Delete
tion Secu... ( )ORANGE Louis Litt Jan 22, 2020 0% enaing
Dec 23, 2019
Orange

1. Click on the 3 dots and select Download All Files as shown above.
2. The Active Downloads widget will appear along with the status of the ongoing download.
Note: All the attached files, reference files, and the assessment will be downloaded as a single zip file.

From Answer Screen

CENTRL 15



< Google VSAQ - Test2 © Answer f‘~'9"\"°"‘-'\ -

Submit All

B | i) Documents (2) 4, Quick Filter [\..—1».».m.-<.|, [h-w 0] [Assigned (9 Submitted (0)  Clear All

Sections Bulk Assignments

Change Collaborator(s)
A. Security at the Office

Download All Files
A. Security at the Office
5 Questions & test2 kk

m Open (Assigned)

2 testzkk # D

if you have multiple offices with network-level access to systems or data containing confidential
B. Data Center Security information, answer the following questions for the office with the fewest physical controls (the
A Questions 5 test3@newmi23.com weakest link)- Are all facilities used exclusively by your company, or are some shared?
v Answer
C. Feedback
Select One
1 Questior J

O Yes, we are the only tenant of the facilities.
O No, some or all of the facilities are shared with other companies

(O We don't have offices; everyone works from home

If you are a Client connect user responding to an Assessment, you can access this feature from within the Answer
screen as shown below

1. Within the Answer screen, click on the 3 dots and select Download All Files as shown above.
2. The Active Downloads widget will appear along with the status of the ongoing download.

Note: All the attached files, reference files, and the assessment will be downloaded as a single zip file.

From the Assessment Overview Page

Alternatively, you can also view/download all the Assessment related files from the Assessment Overview page.

1. From the Assessment Edit/Answer screen, click on the 3 dots and select Go to Overview. This will take you to
the Assessment Overview page.

2. Within the Assessment Overview page, click on the All Files link as shown above. This will take you to the
listing page where you can view/download all the Attached files as well as Reference files.

Review Assessment

Use the review functionality to review a scrollable summary of all your responses at any time, or
before submitting your completed assessment back to the Assessor

Step 1: Click the Review button in the upper right of the opened assessment

€ Google VSAQ - Test2 ©

.
Answer ‘ Overview

ER i Documents (2) n Quick Filte ['\lznunu.:su;l J | orafe (o [ Assigned (3) Submitted (0)  Clear All
Sections Bulk Assignments

A. Security at the Office

A. Security at the Office

5 Questions S test2 kk N
Q = Open (Assigned) 2 testzkk 4 D
If you have multiple offices with network-level access to systems or data containing confidential
B. Data Center Security nformation, answer the fallowing questions for the office with the fewest physical controls (the
A Quastions 2 test3@newm1z3.com weakest link)- Are all facilities used exclusively by your company, or are some shared?
v Answer
C. Feedback
Select One
Questior

(O Yes, we are the only tenant of the facilities.

(O No, some or all of the facilities are shared with other companies

CENTRL
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Step 2: Change a response by clicking the pencil icon to the right of any question

=B Decuments + ‘-J-a Quick Filters: | Nat Started [14] Assigned {3) submitted () Clear All To Close the summary review screen
~ D5, Data Security o To Section
~ D5.RON. Failure to establish formal information security palicy and procedures and assign security roles and responsibilities may result in person. .
D5.R01.CON Does the organisation have an approved information security policy and supperting standards an Yes Click pencil icon to edit a /s
d procedures, and have these been communicated to staff members?
response
L D5.ROT.COLLY If Yes - Please pravide Information security palicy, procedures and standards, Mot Ansvrered /’
~ PIM. Privacy Incident Management = Go To Section
* PIMROL. Lack of formal privacy Incident management plan and procedure may lead to privacy Incldents going undetected, which may result in hi._.
PIM.RO1.COL1 Is there a documented and apgroved privacy inodent management plan and procedure in place t
hat covers all aspects such as monitering detecting analysing, resoling and reparting of personal data breach Yes /s
o
Ls PIMLROLEDLLTIf Yes - Please pravide Capy of the privacy incident management plan and procedure Not Answer ed Fa
PIM.RO1.COZ.1 Are appregriate trainings an £. Helphine numiber, Email distribution list, name of the des
ignated incident response personnel etc) pro o your staff members(iemployees, contractors etc ] to ersu Mo /s
re they can identily and repart privacy incidents prompthy?

Submit Answers Back

When you are ready, you can submit answers back to your partner for them to review and evaluate.

The progress bar at the bottom will indicate the count of total questions that have a response. After

you’ve completed a pre-submission review (step above) you can click on the Submit button at the bottom

of the screen.

CENTRL
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Sections Bulk Assignments
gnme C. Feedback

A. Security at the Office

& Qiestions Ratess 4 Open (Draft) 2 0D

Good news! You have made it to the end of this questionnaire, If you can spare another minute,

B. Data Center Security please let us know how we can improve it. Any feedback is highly appreciated.

4 Questions
v Answer
. F
G, Feedback Thanks!
1Question

* Attach File

@® Add Comment.

Previous Section

"
10 of 10 Answered Submit

Note: Once you have submitted the questionnaire back you cannot change your answer. Or if you submitted
an incomplete questionnaire (not all questions answered) you will not be able to add answer after they are
submitted. So, ensure your questionnaire is reviewed and complete before submitting.

CENTRL 18



Other Assessment Functionalities

Using Filters

Active Assesment Click here hd
i 1 N - Ansy Overvie
< Financial Audit 2019 © e
= EB | 0 Documents(0) \FI Quick Fiters: [ Not Started (16) | [praft (31| submitted (0)  Clear All Review
Sections Bulk Assignmen ) .
& Filters Questions %
1. Application
17 Questions cecti
ections Selected
1 Selected ~ )
2, security Contacts Status  selectad .
1 Question
Assignment Select "
3. Feedback
1 Question Not Assigr Last Updated By = sgjact -
Answer
Answered
| Mot Answered
+2 D
Show Questions With: 2 0
Document Requested
M2 Clarification Requested
App E Clear All expedited handling

The Filters option at the top allows you to filter by multiple dimensions such as the status of a question
or if a question has been answered. Alternatively, you can use the quick filters at the top to filter
guestions easily by status.

Note: To clear the applied filters, you can click on the Clear All button.

Tracking Your Progress

The progress bar at the bottom gives a quick overview of the questionnaire status and shows the total
submitted and number of questions in Draft status.

CENTRL 19



= = Documents ~ T Quick Filters: [ Nat Started (143) | [Drare ] [Assigned @ Submivted @) | Clear Al

Sections Bulk Assignments TIP: Examples of Transfer include movement, wiewing printing of personal data in other
countries or territories

Select One

PRM. Privacy Notice O ves

PIM. Privacy Incident Management

14 Questicns Yes

CBD. Cross Border Data Transfer

WA

2 Questions

o
O Ne
O

#* Attach File

CON. Consent (@ Add Comment

Progress Bar

1 Q uestions

When you begin answering an assessment, the total number of open (Not Started/Draft) questions appear
at the top. When you are ready, you can submit answers back to your partner for them to review and
evaluate.

Assessment Reminder and Past Due Notifications

CENTRL provides Email Reminders and Notifications to help users to track their assessments in order to
complete the assessments on time. When a Questionnaire Recipient receives an assessment for
answering, he/she will receive email reminders when the assessment is nearing the due date or when the
assessment is past due.

Assessment Reminders
Email reminders will be sent to all Questionnaire Recipients 2 days before the due date by default.

Past Due Notifications

When Questionnaire Recipients have not submitted back all their answers to their Partner on or before the
due date, CENTRL will send an email notification to the Questionnaire Recipient 2 days after the due date.
1. Upon receiving the notification, click on the View Questionnaire button to view and respond to the
Questionnaire.

To learn more about these features, click here

Change the Collaborators

When Questionnaire Owners, Questionnaire Admins, and Collaborators (Guest users and Subscribed users)
receive a questionnaire for answering, they have the ability to change the existing owner and existing
collaborators of that received assessment. This feature is particularly useful to transfer the ownership of an
ongoing assessment in the event of termination or transfer of an employee. The Change Collaborator(s)
feature is accessible to Subscribed users as well as Guest users.

Note: This feature is only available for active or ongoing assessments. And is not available for Completed
or Closed assessments.
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i t | Test Partner 096 | Fund - R
( Google VSAQ - Test2 © nswer Overview .
= EB [ Documents (2) jn Quick Filters: | Not Started (1) [n--.u- 0) | | Assigned 9) ubmitted (0)  Clear All Submit Al
: I Change Collaborator(s) I
Sections Bulk Assignments
O All of these are well protected and locked away. Only a few IT employees have physical Download All Files

A. Security at the Office access to networking equipment.

5 Questions & test2kk O We don't protect access to office networking equipment.

B. Data Center Security * Attach File

4 Questions 2 test3@newmi23.com @® Add Comment

C. Feedback

1 Question

Open (Assigned) 2 testzkk # D

s there anything else you want us to know about the physical security at your office?

1. Click on the assessment name and further click on the 3 dots and select Change Collaborator as shown
above.

2. Within the Change Collaborators modal, you have the option to select a New Owner. You also have the
option to send a message to the new owner as shown above.

3. You can notify your external client contact for published assessments by checking the Notify checkbox
as shown above. This is an optional step.

4. Click on the Change Collaborators button to proceed. A success message will be displayed at the
bottom of the screen and the associated email notifications will be sent.

Once an assessment is transferred to the new owner, you will lose access and will not be able to undo the
action. All the current assignments will be automatically re-assigned to the new Owner and the new Owner
will receive an email notification for the same. If you are a Questionnaire Admin, you can also designate
yourself as the Owner in which case the email notification will not be sent

External Communication for Assessments

Using CENTRL's platform, you have the ability to communicate and collaborate with your external
partner/vendor on an Assessment level.

Note: Only Questionnaire Owners and Questionnaire Administrators have the ability to communicate with their
external partners.

U

< 7 A JORANGE DOCUMENTS DOCUMENT REQUESTS ASSESSMENTS SSUES
MENTS ACTIVE ASSESSMENTS UPCOMING 4
| ay
nts v Partner v Product v Contact v Date Received v Due Date v Status v

Click to view External Comments
er Due Diligence Greg Swanso

ORANGE Mar 4, 2019 Jun 30, 2019 Completed \o
astions
1 GL Test| -01 » Greg Swanso $
G g ORANGE BoW Mar 22, 2019 Apr 21,2019 Completed .
astions

flfsl Audit 2019 B Greg Swanso Apr 17,2019 May 17, 2019 Completed : 0

stions

liance Audit *' Greg Swanso

ORANGE Real Estate Jul 5,2019 Aug 4, 2019 Completed . o

1. Navigate to your Partners space and click on the Assessments tab on top right as shown above.
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2. Click on the Envelope icon next to the Assessment as shown above. The envelope icon also displays the
number of unread messages, if any.

You will be taken to the External Comments section of the Assessment.

Enter your message here

Answer | Overview

Responding to Clarifications

As part of Evaluating an Assessment, Clarifications may be sent by your partner when they have additional
questions based on the answers you submitted back to them. When you receive a clarification, you can respond
to their clarification question by writing a formal answer and/or attaching documents. When you are ready, you
can submit back your response to their clarification question.

Navigating to Your Assessment
From Email

w/

( )ORANGE

Hello Erik,

Link to Clarification Question
r

Greg Swanson from Orange requested clarifying questions for an assessment: Google VSAQ - Physical & Data Center Security
Questionnaire 1.0.

¥}
A4

QUESTION

CLARIFICATION

Offices need a lot of networking equipment. If an attacker manages to gain
access to such equipment, they could, for example, do a man-in-the-middle
attack for all office traffic. i's important to protect access to network
equipment like floor distributor switches, office routers, wireless APs, etc.

Can you please add a document to support this answer.

Thanks,
Greg

Link to Questionnaire

View Questionnaire

When your partner sends you a clarification, CENTRL sends you an email notification that contains links
to the questions requiring clarifications. You can click on the email links to open the questionnaire and
view the clarifications.
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From Assessments

v
< | ()orance

ACTIVE ASSESSMENTS

Show: | Al v q '\L—(

Assessments Product ~

B Risk Register
- 0 Questions

UPCOMING Al

Contact ~

Greg Swanson

ASSESSMENTS ISSUES
SSMENTS
Date Received - Due Date ~ status
0% 10 Open {1 CQs) . o
Jul 22,2019 Sep 30, 2019 In Progres @ 0 Submitted .

You can also navigate to your Partner and click on the Assessments Tab to bring up the assessment you
have been working on. You will see a counter with the number of clarification questions associated
with the questionnaire (e.g. "1 CQ").

Viewing Clarification Questions
1. Inside the answering screen, you will see a counter with the total number of clarification questions
associated with this Assessment. If you do not see a counter, there are no clarification questions

requiring a response from you.

€ Privacy REM (Final)

7 Clarifications Recetved for this

Aspessment

2. Navigate to the questions you are responding to a clarification
3. You can see your original answer by clicking the ‘expand’ icon below the clarification request
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Open the '>' to see your original response

€ Privacy RCM (Final)
= e a K Mot Started i) | | Drat (21 ubrittnd [151) Clhear A

= B | § Dowmens -
Sections Bulk Assignments
Sections Bulk Assignments

(=]

nion. Please respond to this carfication wath the

Answering Clarifications
Enter your clarification response in the open text box. Click the check inside the box. When all
clarifications are ready, click ‘Submit’ at the bottom of the questionnaire

X DS.R01.C01.2 pe X WD)
- DS.ROL.CO1.2 raft RO - B ; y ?
v Clarification Rec
= EEZN You m on. Please respond to this clarification with the
| nev REH ndt 4 e
appr )
y about th
BISQSTn oiEi=
Answer is "Y
v X

Note: You can also attach files with Clarification responses.

Issues Management

As part of the evaluation process of assessment, your partner may create and assign issues to suppliers which
require remediation by the suppliers.
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Partner Connect

Step 1 Step 2 Step 6 Step 7

Create Issue Publish Issue Update Issue Close Issue

: Internal :
‘collaboration:

External Q&A
1

( 1

Step 4: Step 5
Step 3 P P

Review | Create Management Publish Management
EVIEWISSUE Update Update

: Internal :
‘collaboration:

Client Connect

Responding to an issue generally involves the following steps:
= Using External Q/A
= Add other users from within the organization to assist with the issue
= Add Management Updates
= Publish Management Updates to the client
See article on: Responding to Issues, Partner Q&A, and Management Updates on Issues

See additional articles covering the Issues Management flow:
e Viewing Issues sent by your Partner

e Creating Management Updates

e Publishing Management Updates

e Updating the Status for a Received Issue

Subsequent Logins into CENTRL

Sandbox UAT users can access the CENTRL platform at https://sandbox.oncentrl.net

Once in production, use your production login for accessing the CENTRL platform at:
https://web.oncentrl.com/#/login
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Product FAQs

Additional Product FAQs can be found at https://supportcenter.oncentrl.com/hc/en-us.

Follow our Release Notes

As we are constantly working to improve your CENTRL experience, you can stay updated with our upcoming
new features and improvements by following our Release Notes page in our CENTRL Help Center. To do so,

navigate to our Release Notes page by clicking here and click on the “Follow” button as shown in the

screenshot below. By doing so, you will automatically be notified of our future releases. Please feel free to

forward this to other team members in your organization.

C E N T R L H el p Ce nter Submit a Support Request . Customer Support ~

CENTRL > Product News and Updates > Release Motes

Release Notes

April 2020 Release Notes
February 2020 - Release Notes

Click to Follow

Link to follow our Release Notes page:
Release Notes

Document Version

Last edited Author Version
07/23/20 Various V5
05/01/20 Various V4
07/31/19 Various V3
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